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Abstract
Reproducible research ensures a foundation for credible and pro-
gressive scientific advancement. Calls for reproducibility in the
computer security and privacy community resulted in ACM WiSec
and ACSAC in 2017 creating artifact evaluation committees (AECs)
to foster more reproducible outcomes. Upon acceptance to ACM
WiSec and ACSAC, authors may submit experimental artifacts to
the committee to demonstrate that their artifacts effectively support
their paper. While this may seem to address reproducibility, it is
unknown whether AECs have actually improved reproducibility.
Furthermore, AECs only assess artifacts submitted to the commit-
tee, and thus, may not holistically reflect the status of reproducibil-
ity (e.g., artifacts that did not go through the AEC). We conduct
an indirect (i.e., availability) and a direct (i.e., running code) repro-
ducibility studies to measure and evaluate the potential and realized
reproducibility by classifying and running artifacts associated with
individual papers. We collect over 2,000 papers and 550 artifacts to
measure the state of reproducibility within four established applied
security conferences between 2013 and 2023, two of which have
AECs and two comparable conferences without AECs. We find that
only 10% of research provides runnable artifacts, and only 3.9% of
published papers produce a reproducible artifact. More importantly,
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our work shows that including an AEC alone does not necessar-
ily result in more reproducible artifacts; specifically, ACMWiSec
artifacts are more or less in line with the two control conferences,
whereas ACSAC ultimately achieves 90% of artifacts participating
in the AEC, with 40% of artifacts running. As such, our work shows
that while the security community is developing mechanisms to
foster reproducible research, there are significant improvements
needed to progress reproducibility within computer security and
privacy research.
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1 Introduction
Computational reproducibility acts as a cornerstone for validating
findings and conducting reliable research. Reproducible research
garners confidence in results, enables collaboration amongst teams,
and advances subsequent research. In recognition of how important
reproducibility is to the state of science, many influential institu-
tions (e.g., the National Academies of Science, the National Science
Foundation, and the Association for Computing Machinery) have
produced guiding principles for fostering reproducible research
(e.g., prioritize confirmatory research) and solicited responses to
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improving the state of reproducibility [6, 17, 18]. The nature of com-
puter security research and the broader field of computer science
involve the inherent development and construction of experimental
artifacts, encompassing deployable code, data aggregation scripts,
and analytical methodologies that define research outcomes. In re-
sponse to the growing calls for reproducible research, conferences
have instituted artifact evaluation committees (AECs) that evaluate
artifacts from accepted manuscripts and determine whether the
associated artifact reproduces the claims of the paper.

To measure the effectiveness of artifact evaluation committees,
a single prior work [20] measured machine learning (ML) artifacts
across notable security conferences to understand the impact of
AECs on reproducibility. However, their findings did not include
Association for Computing Machinery Conference on Security and
Privacy in Wireless Security and Mobile Networks (ACMWiSec)
and Annual Computer Security Applications Conference (ACSAC),
even though both conferences created artifact evaluation commit-
tees three years in advance of the only conference in their study that
had an AEC. Thus, our work considers the state of reproducible re-
search amongst conferences in applied computer security, including
ACSAC and WiSec, to provide a more comprehensive understand-
ing of the evolution of reproducibility practices and the efficacy of
artifact evaluation committees by expanding the scope and quantity
of measured papers.

To characterize the state of computational reproducibility in ap-
plied computer security, we conduct a comprehensive evaluation of
artifacts available at ACM WiSec and ACSAC and two comparable
conferences, IEEE European Symposium on Security and Privacy
(Euro S&P) and Association for Computing Machinery Asia Confer-
ence on Computer and Communication Security (AsiaCCS). Thus,
we make the following contributions:

• Reproducibility Study:Wemeasure the indirect and direct
reproducibility of four premier applied security conferences
(ACSAC, ACM AsiaCCS, Euro S&P, and ACMWiSec) over
the past 11 years, two with AECs and two comparable confer-
ences without AECs. In total, we consider over 2,000 papers,
and find that 579 papers make their artifacts available and
that the percentage of papers with artifacts has increased by
36% in the past ten years. We are able to compile 35% of the
artifacts. We containerize every available artifact and mea-
sure the state of reproducible practices in applied security
conferences.

• Analyzing the Effect of AECs: ACM WiSec and ACSAC
introduced their AECs in 2017 to improve the state of arti-
facts at the conferences. We evaluate to what extent AECs
have made an impact on the state of reproducibility, and
show that artifact participation at ACSAC is statistically
higher than WiSec, with over 90% of artifacts at ACSAC
evaluated by the AEC. Further, we find that artifacts that
went through ACSAC’s AEC were statistically likely to run
more often.

• CharacterizingOutside Factors: Finally, we explore facets
of reproducibility (e.g., programming language, topic area,
and funding agency) to understand whether reproducible
outcomes are affected by outside factors. We find that arti-
facts written in C compile more often than other languages

and that the National Science Foundation funds the most
projects with compilable and/or runnable code. Further, we
discuss open challenges for reproducibility and what lessons
outside communities can learn from the applied computer
security and privacy community.

This work represents over four person-years of work with thou-
sands of hours of computation. We are in the process of deploying
all 579 artifacts to the SPHERE [2] project, a scalable initiative
to provide computing resources suited to security researchers to
promote reproducibility, to provide the artifacts of our research
for future investigation. The remainder of this paper is organized
as follows: we discuss relevant background and related work in
Section 2; we summarize the methodology and results of our in-
direct and direct study in Section 3; Section 4 compares our work
to prior work and analyzes machine learning reproducibility and
artifact evaluation committees; we explore factors that affect repro-
ducibility in Section 5; Section 6 provides recommendations and
limitations; and finally, Section 7 concludes.

2 Background
2.1 Reproducibility
While many definitions exist of reproducibility and its variations
(e.g., repeatability, replicability, and generalizability), we focus on
the definition provided by the National Academies of Science [18].
Reproducibility is obtaining consistent results using the same data
and code. In computer security, reproducibility often refers to recre-
ating the same computational analysis; we refer to this as compu-
tational reproducibility. Reproducibility studies conducted by an
independent team are done in two parts [18], indirect and direct.
An indirect study classifies the plausibility of reproducibility by
identifying the necessary artifacts to reproduce a study (e.g., code,
data, methodological descriptions). A direct study attempts to run
the associated artifacts and reproduce the results, often emulating
the environment the code runs on. Direct reproducibility studies
focus on recreating the results attained in the paper by using the
same code and data as in the original study. In this work, we conduct
both an indirect and direct study of reproducibility.

2.2 Artifact Evaluation Committees
With calls for reproducible research growing in the security commu-
nity, conferences are implementing Artifact Evaluation Committees
(AECs) with a call for artifacts. AECs encourage authors to provide
reproducible artifacts, often for papers that are accepted to the con-
ference. Submission to an AEC is not required but results in badges
and awards given to papers that go through the AEC process. The
three badges designated by the ACM are as follows: Artifacts Avail-
able, if the artifacts are made accessible online; Artifacts Functional,
if the artifacts compile and/or run with minimal modification of the
code; and Results Reproduced, if the paper’s claims are reproduced
by an independent team [6]. Artifacts Functional is characterized
by four factors: documented, consistent, complete, and exercisable. It
is important to note that AECs do not interact with reviewers for
a paper, and as such, do not influence or provide feedback to the
publication process.

AECs in the security community were pioneered by WiSec and
ACSAC in 2017 [4, 5]. Both conferences detail reports about the
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Figure 1: Reproducibility workflow of this work: we collect
papers from ACSAC and WiSec that have AECs, and Asi-
aCCS and EuroS&P as comparable conferences. We perform
the indirect study first, followed by the direct study.

artifacts submitted and provide links to each artifact. The first larger
security conference to introduce an AEC was USENIX Security in
2020 [7]. In 2021, USENIX Security modified its AEC to align with
ACM’s badging and also published a report on the reproducible
artifacts [8]. ACM CCS introduced an AEC in 2023 [9], but no
badges or reports were made public. Thus, it is difficult to ascertain
how many papers were submitted to this AEC. In our work, we
consider both artifacts that have been evaluated by an AEC and
artifacts that have not.

2.3 Reproducibility in Computer Security
While numerous areas of science are focusing on meta-science
papers, to date, only two large-scale reproducibility studies exist
within the security community. Olszewski et al. [20] conducted
an indirect and direct reproducibility study of machine learning
(ML) security papers. They looked at 750 ML papers at four security
conferences (USENIX Security, ACM CCS, IEEE S&P, and NDSS)
between 2013 and 2022 and found that only 40% of the studied
papers include artifacts, and of the available artifacts, only 44%
work (i.e., 17.6% of the 750). Schloegel et al. [24] surveyed over
150 fuzzing papers published between 2018 and 2023. They then
attempted to reproduce eight of the papers but faced difficulties in
reproducing all of the original authors’ claims.

While these large studies created a foundation for reproducibility
studies, both papers focus on granular areas within the security
community. As such, their findings only address machine learn-
ing security and fuzzing and do not fully explore the relationship
between AECs and reproducibility, given the limited existence of
these committees compared to venues such as ACSAC and ACM
WiSec. Further, applied security conferences introduced AECs be-
fore the notable conferences. We focus on the origins of AECs in
security and comparable conferences.

3 Indirect and Direct Study
In this section, we present our adopted methodology for collecting
papers and artifacts of applied security conferences (ACSAC, Asi-
aCCS, Euro S&P, and ACM WiSec) and our results for our indirect
and direct studies. As stated previously, we select ACM WiSec and
ACSAC as they were the first to introduce AECs to the security
community. Further, we select two comparable conferences (e.g.,
ACM AsiaCCS and IEEE Euro S&P) without AECs as a control. Our
methodology is visualized in Figure 1.

3.1 Methodology
We examine papers on systems, network, machine learning, cryp-
tography, hardware, and mobile security from four applied security
conferences (e.g., ACSAC, AsiaCCS, Euro S&P, and WiSec) ranging
from the years 2013 through 2023, excluding posters and workshop
papers. We collect 628 from ACSAC, 789 from AsiaCCS, 290 from
EuroS&P, and 302 from WiSec for a total of 2,009 papers.

We select papers with any code or website that the authors cre-
ated that are mentioned anywhere in the paper and are directly
relevant to the authors’ methodology. We consider all papers pub-
lished at each conference, not just papers submitted to the AECs.
Due to the large number of papers, each conference paper is re-
viewed by two reviewers to identify artifacts and code.

We use the following criteria in our selection process: (1) the
authors include a link to their code or data;1 (2) the code or data is
directly relevant to the authors’ findings. We define direct relevance
to the paper as code or data that the authors created in order to carry
out their experiments, but not tools or code used by the authors
but not created by them (e.g., WireShark for network captures).
After finishing our paper selection process, we found a total of 579
papers that satisfy these criteria.

3.1.1 Selection Criteria. We consider the availability of experimen-
tal artifacts in our coding process (i.e., the availability of code and
instructions), ReadMe/directions, type of repository, programming
language used, if the code compiles, hardware required to run the
code (e.g., GPU, Raspberry Pi, etc.), and if the code was made for
reproducibility. We classify our results in terms of the ACM’s re-
quirements for a functional artifact (e.g., documented, consistent,
complete, and exercisable) [6]. A documented artifact requires an ac-
counting of the contents of the artifact as well as instructions to run
the artifact. Consistent (i.e., made for reproducibility) refers to the
artifact in some way reflecting the experimental results. An artifact
is made for reproducibility if the artifact directly runs experiments
and achieves outcomes of the paper (e.g., if the paper claims a per-
formance boost over a network protocol, the artifacts are made for
reproducibility if the artifact runs a performance test and reports it).
A complete artifact captures all experimental outcomes. In our work,
we do not evaluate the completeness of an artifact, though we do
make note of it when necessary. Finally, an artifact is exercisable
if the code in the artifact compiles and/or runs.2 This step is used
to evaluate the efficacy of the available artifacts in recreating the
results for each paper. We consider the quality of instructions, the
availability and revision of code and data, whether or not the code
runs, whether the output of the artifact matches the metric in the
paper, and the consistency of our results with the paper’s claims.

When given the link to the repository, we first download the
repository to our servers. Some repositories and their associated
data may require an inquiry for access, which we do so by getting
in contact with the author’s point of contact for the paper. If the
artifact contains a Docker image, we run our analysis using that.
Otherwise, we set up a Docker container and clone the repository
into the Docker container. Following instructions (if provided) from
the ReadMe or similar page, we spend a maximum of one hour to
debug or set up the project. If the project does not run after the
1Usually found in a footnote or the Methodology section of the paper.
2We say compiles and runs for both compilable and interpreted code bases.



allotted hour, the project is not runnable in our experiment, similar
to prior work [12, 20]. In the case of machine learning papers where
training is required or a repository uses C/C++ code that needs
large packages installed, we allow a maximum of 10 hours, similar
to prior work [20, 22]. Some repositories may also require the use
of certain hardware. In the case of GPUs, we attempt to match the
GPU as best as possible, but we only have access to Nvidia A100s
and GeForce RTX2080TIs. For all other hardware requirements,
we use equipment that is already available to us if possible. Some
require specialized hardware that we are unable to procure. In that
case, we evaluate it in the indirect study but do not run the source
code. Finally, if an artifact is made for reproducibility and runs, we
consider an experiment reproducible if our results are within 10%
of the claimed metrics, similar to Raff [22].

3.2 Indirect Study
An indirect study measures the availability of factors that enable
reproducibility (e.g., artifacts or written methodologies). Although
indirect studies represent the start of direct studies (i.e., a direct
study requires identifying the presence of artifacts), an indirect
study analyzes the presence of reproducible work within not only
the artifacts but also the papers as well. As such, in this work, we
explore the availability of code artifacts, instructions for running
the artifacts, and the purpose of the artifacts.
Results. Of the 2,009 papers, 579 (28.9%) provide artifacts that are
directly associated with the paper. As seen in Figure 2, the total for
each conference is 230 (36%) for ACSAC, 125 (17%) for AsiaCCS, 84
(28%) for EuroS&P, and 69 (23%) for WiSec. When identifying the
associated artifacts, we found 56 broken links to code repositories.
Of the 56 broken links over 50% of the repositories were published in
the past four years. While we obtained access to most artifacts that
required requesting access, there were two remaining repositories.
For one of them, the email to request access no longer exists.
Observations. When reviewing the documentation of the artifacts,
we compare the ReadMe/instructions provided and look at the goal
of the artifacts. A well-documented artifact includes a description
of what is in the repository and instructions on downloading, in-
stalling, setting up, and running the artifact. For example, EF/CF
by Rodler et al. [23] contains a detailed ReadMe with step-by-step
instructions to run the Docker image and additional explanations
for what each step accomplishes. We find that 54% of ACSAC, 18%
of AsiaCCS, 31% of EuroS&P, and 45% of WiSec papers contain a
complete ReadMe (e.g., have both a description of the artifact and in-
structions to run). We find that 8% of ACSAC, 14% of AsiaCCS, 10%
of EuroS&P, and 13% of WiSec artifacts contained no instructions
or description of the artifact (e.g., a blank ReadMe). In one case, the
repository states “Instructions are coming soon”, yet the repository
was last edited in 2020. As mentioned earlier, a consistent artifact
(i.e., made for reproducibility) recreates the experimental claims
by outputting results that are shown in the associated paper. Thus,
simply putting code online does not satisfy this requirement. For
example, the code repository for aaecaptcha by Hossen et al. [16],
which generates adversarial captchas, not only has code for the
implementation but also contains code for evaluating the attacks
against multiple automatic speech recognition systems. Thus, we
consider this artifact made for reproducibility. If the repository
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Figure 2: A Coxcomb graph of the results of our Indirect
Study. We see that for ACSAC, AsiaCCS, EuroS&P, and
WiSec, each conference contained 241, 134, 90, and 83 arti-
facts, respectively. While AsiaCCS has the most papers, AC-
SAC has by far the highest number and percentage of avail-
able artifacts. We use the public source code fromOlszewski
et al. [19] to generate our figures for easy comparison.

does not have the evaluation, we do not consider it made for repro-
ducibility. Further, some repositories are packaged tools, a valuable
resource for the community, that do not have experimental results.
These are not made for reproducibility.3

We find that 48% of ACSAC, 26% of AsiaCCS, 31% of EuroS&P,
and 38% of WiSec artifacts are made for reproducibility. We find
some repositories only reproduce part of the claims. For example,
the code may evaluate two of the seven statistical tests discussed
in the corresponding paper, but does not provide anything further
for the remaining five tests. As discussed in Section 6, we take the
most positive aspect and count reproducing part of their results as
reproduced. While often the instructions and code are in the linked
repository, the code and the instructions are not always stored in
the same directory or website, or unavailable (e.g., a broken link).

Takeaway. Supplementary artifacts in computer security are
sometimes designed for reproducibility, but there is a lack of main-
tenance on artifacts that negatively affects reproducibility.

3.3 Direct Study
The direct study focuses on running the artifacts associated with
each paper and determines the exercisability of an artifact. Figure 3
depicts the results of our direct study.
Results. We find that we can compile and run 35% of the artifacts;
22% of these artifacts ran with no edits or debugging, and 13%
ran with minimal edits. 51% of the code repositories did not run
after an hour of debugging. We are unable to run 57 (11%) of the

3We do not create scripts to reproduce the results from the tool, but we do attempt to
compile the tool.
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Figure 3: We show the success of running code in Coxcomb
graph for each conference.

artifacts as it requires external hardware or a license. 13 repositories
(3%) exceed the 10-hour running limit (i.e., we could run them, but
the program never terminated after 10 hours). Thus, only 10% of
published research papers provide a compilable artifact. When we
look at the number made for reproducibility and compilation, we
find that 78 (3.9%) of published papers provide artifacts that compile
for reproducibility. When comparing conferences, we find that the
artifacts compiled for ACSAC at 40%, AsiaCCS at 29%, EuroS&P
at 36%, and WiSec at 20%. Figure 4 shows the number of papers,
the number of artifacts, and the number that compile per year.
Overall, we notice that in 2023, the number of artifacts per paper is
up to 50% compared to 3% from 2013. We see a growing trend of
artifact inclusion within conferences. Furthermore, we see that the
percentage of compiled artifacts is increasing over time as well. We
confirm this by conducting a linear regression on both the number
of artifacts available and the number of compiled artifacts. We fit a
linear regression model on the years ranging from 2013 to 2023 and
the percentage of papers with code and the percentage of code that
compiled. From our analyses, we find an R2 value of 0.88 (artifacts
available) with a slope in a 95% confidence interval between 3.49
and 5.73, and an R2 of 0.92 (artifacts that compiled) with a slope in a
95% confidence interval between 1.48 and 2.63. Thus, indicating that
there is a significant trend in the growth of artifacts and compilable
artifacts at applied security conferences.
Observations. Our analysis shows that when the provided artifacts
are made for reproducibility, it increases the likelihood of reproduc-
ing the results. We find that of the artifacts made for reproducibility
45% compiled with minimal edits. For example, Alder et al.’s Faulty
Point Unit [10] contains scripts to reproduce each table and figure.
The instructions to set up and run are concise, and each script is
labeled with the exact claim it reproduces. Visualizations within
the instructions aided us when compiling de Carné de Carnavalet
et al. [13].

Limitations exist within a portion of the artifacts to compile or di-
rectly reproduce results. For some, the incorrect metric is outputted
(e.g., F1 score is reported in the paper, but the artifact outputs accu-
racy). Other challenges exist within packaging and dependencies.
We find that some repositories require package versions that do
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not exist or are deprecated. Although most repositories do not ad-
versely alter the machine they are run on, we did find a repository
that turns off address space layout randomization (ASLR) and does
not turn it back on. Thus, the artifact introduces a severe security
vulnerability on the computer that reproduces the experiments. Fur-
ther, this was not disclosed in the ReadMe.4 A lack of instructions
can hinder reproducibility, as we are able to compile and run 78
of 167 (48%) repositories with complete instructions, compared to
only 20% of artifacts that had an empty ReadMe.

While common errors include missing code pieces or data, we
did find several additional problems when trying to compile and
run the code. We find that over 65% of repositories contain unclear
output. For example, one artifact only outputs a time to run (e.g.,
performance), but the paper does not claim anything about the
time to run. Further, no extra files are created, and the instructions
are unclear on how to produce results. Some code repositories
require manual changes to numerous variables. In one example, a
repository path changes throughout the whole code base with no
clear directions on what to change it to. In another, we find that
the script to reproduce the results contained numerous errors, but
the tool itself compiled and ran against the test cases. Interestingly,
we found several repositories with Docker images that do not build.
When we try to manually run the code, we are unable to do so due
to errors within the code. One repository contained code without
instructions or a pre-processing script. Other problems came from
relying on other code. For example, one project relies on code from
another developer that changed the API since the publication of
the artifacts. Often, we find that we go over the one-hour limit for
debugging or the 10-hour limit for training. One repository states
that the code could run on a CPU in 30 minutes, but we are unable
to get results after 10 hours.

Takeaway. A significant portion of research artifacts still suffer
from compilation issues, unclear outputs, dependency problems,
and a lack of clear instructions, hindering reproducibility.

4 Effects of AECs
The purpose of AECs is to increase the state of reproducibility by
evaluating a published paper’s artifacts and ensuring they run and
reproduce the claims made in the paper. With the hope that any
artifact that undergoes the AEC evaluation will work long after
4We have informed the authors of this by email twice and received no response.



publication. In this section, we explore how AECs affected the state
of artifacts over time and what factors contributed to the success
or failure to meet their stated goals.

4.1 Artifact Evaluation Committees
We explore the differences between the two conferences that have
an AEC, ACM WiSec and ACSAC. Both conferences introduced
AECs in 2017, allowing for a direct comparison. First, we look at
the participation in AECs. Second, we compare the reproducibility
of the artifacts across the two conferences over time. Third, we look
at the badging of the artifacts that went through the AEC process.
Participation. In Figure 5, we see whether for each year the artifact
compiles and/or runs, grouped bywhether the artifact went through
the AEC process. Overall, 57.7% of artifacts at WiSec and 79% of
artifacts at ACSAC went through the AEC process during the years
2017-2023. We compute a confidence interval to determine if a
significant difference exists between the rate of submissions to the
AECs at ACSAC andWiSec. We use the confidence interval to show
the direction and magnitude of the effect instead of computing a
test statistic. Using Equation 1 we calculate a confidence interval for
(p̂1 − p̂2) where p̂1 = ACSAC’s AEC submission rate, p̂2 = WiSec’s
AEC submission rate,n1 =All ACSAC papers,n2 =AllWiSec papers,
and with a 95% confidence level z = 1.96.

CI = (p̂1 − p̂2) ± z(se), se =

√
p̂1(1 − p̂1)

n1
+
p̂2(1 − p̂2)

n2
(1)

The resulting confidence interval for (p̂1−p̂2) = [0.17, 0.42]. Because
the confidence interval is entirely above zero, it provides statistical
evidence that the rate of submission to ACSAC AECs is greater
than the rate of submission to WiSec AECs. The difference is at
least 17% but could be as much as 42%. Thus, there is a difference
in the participation between the two conferences.
Working Code. Although increasing participation at the AECs is
indicative of an improvement, whether AECs have resulted in more
reproducible code remains an open question. Using Equation 1,
we will compare the compilation and/or run rates between those
submitted to an AEC and those not submitted to an AEC for each
conference. For both conferences, we use p̂1 as submitted to the
AEC and p̂2 as not submitted to the AEC. We get the 95% confidence
interval of [0.07, 0.54] for ACSAC and [−0.18, 0.27] for WiSec. Thus,
there is statistical evidence that an artifact is more likely to compile
and run if it went through ACSAC’s AEC. WiSec’s confidence
interval does not indicate that there is a difference. Thus, ACSAC’s
AEC is affecting the quality of a research artifact.

In prior work [20], Olszewski et al. conducted a reproducibil-
ity study of ML research papers on the AEC of USENIX Security
that first appeared in 2020. In Figure 5, we provide their numbers
on AEC participation and whether the code runs or not. Similar
to trends in ACSAC, Olszewski et al. observed a growing trend
in the AEC participation and evidence of an increase in runnable
code. However, they were unable to conduct any meaningful sta-
tistical evaluation due to a lack of data. A further comparison and
discussion around ML reproducibility is conducted in Section 5.1.

Takeaway. Introducing AECs does not inherently improve the
state of artifacts at a given conference.

Badging. AECs award varying badges to artifacts that are evalu-
ated, Artifacts Available, Artifacts Functional, and Results Repro-
duced. A paper may have more than one badge, and we discuss the
trends of individual badges. There are only 20 artifacts with the
Available badge, 140 with Artifact Functional, and 22 with Artifact
Reproduced. As seen in Figure 6, of those artifacts available, we
find that 20% of the artifacts compiled (10% with no edits and 10%
with minimal edits). 26% required extra hardware or licenses, 11%
reached our maximum time limit, and we are unable to compile
43%. Of the 140 functional artifacts, 52% compiled and ran, 36%
did not compile, 21% required extra hardware, and 1% reached the
maximum time limit. We noticed several discrepancies between
the badges and our results. In one example, the paper has all three
badges of Available, Functional, and Reproduced, yet the artifacts
found online are only supplementary figures (i.e., the figures pro-
duced were not for the major claims of the paper). In other cases,
the artifact is labeled as Available, but an empty GitHub repository
is linked. In the case when an artifact had a higher level of repro-
ducibility, we found the last commit to the repository was after the
submission date for the AEC.

Of the 22 Reproduced badges within ACSAC and WiSec, we can
compile and run 48% of the repositories without any edits, 19%
compiled after minor edits, 10% required hardware or software,
and 24% did not run. The two primary reasons we were unable
to compile “Artifacts Reproduced” artifacts are due to unreleased
datasets required to run the code or extra hardware (e.g., Apple
Airtag, Android devices, or software-defined radios). We found
evidence of data not being released for privacy concerns (e.g., user
data) and evidence of missing data files within the artifact.

Although we do not always attain the level of reproducibility
the AEC found, in some cases, we exceed it. For example, Alder
et al. [10] only received the Functional badge, but we are able to
reproduce all of their claims. Sebastián et al. [25] similarly only
received the Functional badge, but the artifacts output the same
precision and recall stated in the paper. Most likely, this discrepancy
is due to the level of badge requested to be evaluated. For example,
when submitting to an AEC, sometimes the AEC will ask for which
levels to evaluate at. These papers could have asked for Functional
instead of Reproduced. A possible avenue for future growth for
conferences is retroactively updating the badges awarded to papers
as improvements are made.

Takeaway. The badges awarded to a paper do not always re-
flect the state of the artifact due to inconsistencies in evaluation
processes.

4.2 Differences by Conference
In Section 4.1, we find that there is statistical evidence of a difference
in AEC participation between ACSAC and ACMWiSec. We explore
some of the factors that could lead to the differences. We discuss
the announcement of the call for artifacts (CFA) and look at the
artifact evaluation process.



Figure 5: This figure shows the number of papers submitted to the AEC, not submitted to the AEC, and whether they compiled
or not. For comparison, we include the numbers from Olszewski et al. [20] from USENIX Security.
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we show whether the artifact compiles, does not compile, or
cannot run due to constraints in hardware by the AEC badge

The placement of the CFA varied between the two conferences.
In 2017 through 2019, WiSec’s CFA was a tab on the website labeled
“Replicable Label” near the bottom of the menu sidebar. In 2020, the
CFA is included as a tab directly beneath the call-for-papers (CFP)
with a subsection in the CFP dedicated to the artifact evaluation
submission. ACSAC in 2017 to 2018 included the CFA within the

CFP under the paper submission guidelines. In 2019, the CFA was
placed on a tab under the CFP.

The biggest difference between the ACSAC and WiSec AECs is
the process of the artifact evaluation. The WiSec evaluation process
has authors submit their artifacts. The AEC will then attempt to
reproduce their results and notify the authors of the AEC’s results,
then all artifacts that went through the process are placed on the
website. The instructions on WiSec’s website describe how to pre-
pare the artifact submission by including: instructions to prepare
a VirtualBox VM, a script to generate each object in the paper, a
ReadME, and a link to download the VM. In contrast, ACSAC’s
artifact evaluation is a month-long, iterative process between the
artifact evaluators and the authors. The AEC will attempt to follow
the instructions provided by the authors and notify the authors of
any difficulties or discrepancies. The authors then have multiple
opportunities to iterate on their submitted artifact for the commit-
tee. We note that while this is recommended, it is not necessarily
required of the authors. Included on ACSAC’s CFA are instructions
to submit an artifact. The guidelines include creating a single repos-
itory, a mapping of information in the artifact to the paper sections,
containerizing the artifact, data inclusion, and time requirements
to run each part of the artifact. Further, ACSAC requires authors to
“commit to [submitted artifacts] permanently available online on a
publicly accessible website” [4].

We note that this exploration is not exhaustive, but it identifies
several factors that could have affected the performance of the
AEC. There are numerous other confounding factors that result in a
complex dynamic between AECs and PCs. One explanation for the
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difference between ACSAC and Wisec we observed is that ACSAC
grew in the number of papers, as WiSec maintains around the same
accepted papers. This can result in both funding differences and
overall staffing dedicated to evaluating artifacts. Further, we cannot
account for factors such as email notifications that could have been
sent to authors.

Takeaway. The AEC process is just as important as implementing
an AEC. Clear instructions to authors and an iterative processes
can result in better outcomes from an AEC.

5 Facets of Reproducibility
There are numerous ways to understand the reproducibility of
artifacts. In this section, we characterize several facets of repro-
ducibility, including: topic area, programming language, and fund-
ing agency. To do this, we first cluster each paper in our study to
determine the sub-domain. Next, we analyze the reproducibility
in the topic area and compare our results to prior work. Then, we
compare by programming language and funding agency.

5.1 Topic Area
Clustering and Labeling. Some conference papers (e.g., AsiaCCS,
ACSAC, and WiSec) have keyword and topic areas listed within
each document.5 We use these labels to classify the rest of the
documents to discuss reproducibility by topic area. To assign topic
areas for each paper, we use natural language processing to embed
each document, reduce the dimensionality of the embeddings using
principal component analysis (PCA), cluster the embeddings using
hierarchical clustering, and assign labels to each cluster based on
the majority vote of clusters. Our labeling methodology is shown in
Figure 7. We download each conference paper as a PDF document.
We use PyPDF2 [1] to extract the text from each document. We
then clean each text corpus by removing stopwords, removing
5Not every paper at these conferences has keywords.

special characters, and adjusting line breaks. We extract each of the
keywords from the papers that have keywords and store them as
labels. Of the 2,009 papers in this study, 876 contain keywords, CCS
concepts, or index terms. We remove “engineering” and “security”
from the keywords labels.

We use the BERTmodel [14] to embed each document. After each
document is cleaned, we prepare each text corpus for embedding
by lemmatizing the full document and batching the text corpus
into ⌈ T

512 ⌉ input batches, where T is the total number of tokens
(i.e., words) in each document and 512 is BERT’s input shape. The
final batch for each document is padded with a special [PAD] token.
Thus, each document is broken into a total batch of ⌈ T

512 ⌉ ×512. The
BERT model has 768 hidden states. Thus, we have an embedding
of size ⌈ T

512 ⌉ × 512 × 768. We then mean pool and normalize the
document embedding to move the ⌈ T

512 ⌉ × 512× 768 to 1× 768, as it
is the best performance for the text clustering task [26]. Thus, after
embedding and normalizing, we have a matrix of size 2, 009 × 768
that represents the embedding of each document.

We reduce the dimensionality further by using principal com-
ponent analysis (PCA). PCA is a change of basis such that the n-th
principal component points in then-th largest direction of variation.
This is done by performing singular value decomposition on the
covariance matrix of the data matrix. The n-th singular value cor-
responds to the amount of variance the n-th principal component
describes. After performing PCA on the embedding matrix, we find
that the first three principal components account for 81% of the
variance (43%, 29%, and 9%) in the embedding matrix. Thus, we use
the first three principal components for clustering, resulting in a
2, 009 × 3 matrix.

We use spectral clustering, as it has great performance on BERT
embeddings [21], to determine the topic areas of documents with-
out keywords. Each document in the embedding space is its cluster.
From there, we iteratively merge each cluster by considering the
closest cluster by the minimum Euclidean distance between each
cluster (e.g., in the case of single point clusters, the shortest distance
between documents is merged). Taking the union of keywords for
a cluster will indicate the domain area of the cluster. We then look
at the top 10 clusters and select the topic of each by looking at the
top 10 most frequent keywords within the union. After clustering,
we end up with machine learning, cryptography, network security,
hardware security, mobile devices, and systems security. For dis-
cussion, we treat these domains as disjoint sets, though a paper can
have multiple domain areas.
Topic Area. We want to explore how reproducibility differs by
sub-domain of computer security and privacy. After clustering and
keyword extraction, we have five main clusters, excluding machine
learning. We look at cryptography, network security, systems secu-
rity, hardware security, and mobile security. The cluster topics are
not disjoint, but we treat them as such to simplify the discussion.

After aggregating the groups, there are 932 papers within the
five clusters that we look at. Each cluster consists of 318 for network
security, 199 for systems security, 165 for mobile security, 125 for
hardware security, and 125 for cryptography. We see in Figure 8,
the total number of papers, the number of artifacts, and the number
we are able to compile for each topic. Of the topics, we are able to



0 40 80 120 160 200 240 280 320

Cryptography

Hardware Security

Mobile Security

System Security

Network Security

Compiled
Not Compiled
No Artifact

2167131

1433719

1113717

862316

942110
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compile 38% of the hardware artifacts, 33% of mobile security, 33% of
system security, 29% of network security, and 21% of cryptography.
Machine Learning. Much of thework inmachine learning outputs
summary metrics as a gauge of performance. This inherently gives
machine learning an advantage for computational reproducibility,
as the outcomes of the research are direct results of the code run-
ning. For example, a paper claims that their machine learning model
achieves 99% accuracy. The code artifacts to calculate that are a
part of the code to use train and run the model.6 We explore how
reproducible machine learning papers are at applied security con-
ferences, and whether there is a difference between prior work [20]
and the applied security conferences, as Olszewski et al. [20] only
collected data for machine learning.

Of the 2,009 papers that are in our study, 324 are machine learn-
ing papers, 125 from ACSAC, 115 from AsiaCCS, 55 from EuroS&P,
and 26 from WiSec. 115 of the 324 (36%) papers provide artifacts.
This is 4% less than what Olszewski et al. observed at other secu-
rity conferences. 39% of the artifacts ran with minimal to no edits
compared to 44% that ran in prior work [20]. We cannot run 5%due
to hardware constraints. The conference with the highest rate of
running machine learning artifacts is ACSAC at 49%. Although
there are fewer artifacts within the machine learning papers at
applied security conferences, there is a 6% increase in the running
of these artifacts from ACSAC over other conferences.

Takeaway. Reproducibility rates vary significantly across dif-
ferent sub-domains within computer security and privacy, with
machine learning exhibiting comparatively higher rates due to its
inherent output structure.

5.2 Programming Language
There are over 20 different languages present in the artifacts. The
most common languages in the artifacts are Python at 44%, C at
16%, and C++ at 11%. Other languages present within the dataset
include Java, Javascript, Matlab, Rust, Go, and R. We find that only

6Consider a non-machine learning paper that creates a new protocol and claims a
performance boost. Calculating the performance boost is not inherent to running the
protocol. A separate script is required.
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Figure 9: Reproducibility by funding agency.

54% of Python artifacts run, 70% of C artifacts compile and run,
and 52% of C++ artifacts compile and run. Python is a growing
language known for its simple syntax and data analysis packages.
Thus, it is not surprising that Python is the most common language
in the artifacts. Python offers several ways to provide packaging
and dependencies within the code (e.g., requirements.txt or Ana-
conda environments), yet the most common problem stopping us
from running Python repositories is the lack of explicit require-
ments. While there are benefits to the dependencies, versioning
can become difficult if not managed by an environment. In one
example, several versions of Python are required for the repository.
Python 2.7, deprecated on January 1, 2020 [3], was needed for a
package version, but Python 3 code styles are used throughout the
repository. Python simplifies development processes, but this can
also lead to very complicated environments and dependencies.

C and C++ account for approximately 27% of the artifacts. We
find that the C artifacts compile at the highest rate amongst the
top three languages. The C artifacts are often contained within a
Docker image that we are able to build. While C and C++ can offer
improvements in performance, code repositories and file structures
can become complex. In one particular example, the code results
in an infinite loop. Upon further inspection, a try/catch statement
caused the artifact to continuously request a URL that is broken. In
another, a ReadMe last modified eight years ago states, “[Our code]
is not organized... will try to restructure ASAP.”

Takeaway. While Python is the most prevalent language in re-
search artifacts, it also exhibits the lowest run success rate, largely
due to dependency management issues, while C and C++, despite
their inherent complexity, demonstrate higher compilation rates.

5.3 Funding Agency
We collected the funding agency by identifying the grant that
funded the publication directly from the Acknowledgements section
of each paper to determine if there is a difference in reproducibil-
ity due to the funding agency. Funding agencies have an explicit
interest in funded research resulting in reproducible artifacts, as
this validates the research outcomes and maximizes the impact
of their investment. When we consider the number of compilable
and runnable artifacts by funding agency, we see in Figure 9 that

Daniel Olszewski



the National Science Foundation (NSF) overwhelmingly funds the
most artifacts, with 78 total and 23 that were successfully compiled
(29%). Thus, while NSF-funded research produces a large volume of
artifacts, the rate of successful compilation is not proportional to
the number of artifacts produced. For example, the German Federal
Ministry of Education and Research (BMBF) had 45% of 20 arti-
facts that compiled and ran. Following the NSF in terms of funding
volume are the European Union (EU), BMBF, the Office of Naval Re-
search (ONR), and the Defense Advanced Research Projects Agency
(DARPA). The dominance of the NSF in both total and compiled
artifacts is most likely due to the overall higher volume of funding
they provide to research in this domain, but the lower compilation
rate suggests further investigation into the consistency of artifact
quality within NSF-funded projects.

6 Discussion
6.1 Stakeholders
Despite some steps taken towards improvement, the evidence pre-
sented in this study points towards a continued challenge in re-
producibility in the applied security community. Our work is not
a criticism of any work or author; it is a reflection on the state of
reproducibility in the security community and the identification of
tangible improvements to be made. Moving towards reproducible
research does not solely require a shift in how research is conducted.
We encourage not only changes in the methodological process but
also in shifts from funding agencies and their outcomes for research,
program committees and how papers are evaluated, and authors in
building transparent research. We highlight changes that could be
made among researchers, conferences, and funding agencies.
Researchers: Reproducible research is not a passive state, but
an active effort from researchers. We recognize the difficulty of
building reproducible artifacts and applaud all researchers who have
made efforts to publish their artifacts. The benefits of reproducibility
should encourage all researchers to make experimental artifacts
available. Reproducibility provides tangible benefits to research
teams. Designing artifacts with reproducibility as a core principle
allows for easy transitions between personnel on a project (e.g.,
a student graduating). When building artifacts for your research,
anticipate issues that can arise when trying to set up your code
and understand the limitations that exist within each setup. For
example, requiring expensive hardware to run the artifact will
make it difficult to reproduce. Further, consider how the artifacts
will run several years in the future. A common issue we found was
that several artifacts required specific versions of packages that no
longer existed, and there was no option to build from source.
Conferences: We see how minor shifts in the publication process
(e.g., the introduction of AECs) result in a change in reproducibility.
For the past two years, over 90% of available artifacts at ACSAC
went through the artifact evaluation process, and as discussed in
Section 3, there is a significant growth in the number of artifacts
and artifacts that compile and run. This phenomenon was not
present for WiSec. Although WiSec saw a growth in participation,
the artifacts were not more likely to run if they went through the
AEC. This is most likely due to the difference in how the AECs
operate. ACSAC’s artifact evaluation process is interactive and
iterative, whereas WiSec’s artifact evaluation process is static with

no editing of the original artifact. Thus, it is imperative to create
guiding principles for the AECs and identify the outcomes and
benefits not just for the AEC but also for the program committee as
well. Conferences must then communicate the results of the AEC
and be open and transparent about the outcomes.

It has been noted previously that this increases the demand for
resources to successfully run an AEC [11]. Further improvement
could move the AEC to take place during the review process. For
example, after a paper passes round one of the review process, it
might then go to theAEC to validate the research beforemaking it to
round two. Although this may not be scalable in modern conference
design. As discussed in Section 4, we found paperswith higher levels
of reproducibility than the awarded badges. We recognize that these
changes are not without difficulty, but structured guidelines and
reflective analysis can result in drastic improvement to the state of
artifacts.
FundingAgencies: Ensuring the reproducibility of funded projects
increases the benefits of the research and offers tangible outcomes
for funding agencies. Thus, reproducibility increases the credibility
of research outputs. From the perspective of funding agencies, the
promotion of reproducibility aligns with their overarching goals of
supporting high-quality research. As discussed in Section 5, the Na-
tional Science Foundation supports the most artifacts that we were
able to compile and run, but this was not the largest proportion of
artifacts. Reproducibility aids in transitioning academic research to
industrial applications. When research findings are reproducible,
they are more readily translatable into practical solutions and tech-
nologies, facilitating a transition from laboratory settings to real-
world implementations. We encourage funding agencies to adopt
reproducibility within their core principles.

Reproducibility is not a burden solely on the authors; it requires
changes throughout the research cycle, including researchers, con-
ferences, and funding agencies. We encourage the reader to view
reproducibility not as a challenge, but as an opportunity for the
security community to improve transparent and credible research.

6.2 Challenges
Prior work [20, 24] focus on reproducibility in a sub-domain of com-
puter security and privacy. Adapting a framework that extends both
the results of the study and provides sufficient definitions remains
an open problem. For example, quantifying data with train/test
splits is explicit in machine learning, but explicitly defining mea-
sures of data across several domains is more difficult. Further, eval-
uating methodological procedures in an indirect study of machine
learning papers can be objective by looking at the various algo-
rithms and identifying whether each hyper-parameter is defined.
When abstracting to all security domains, it requires domain expert
knowledge of the methodology to be able to perform an indirect
study. Thus, aggregating information may lose meaning across the
topic areas of computer security and privacy.

While prior work [15] attempts to provide a thought process
for abstracting the experimental process of machine learning pa-
pers, there remains a lack of practical guidance to apply a broader
framework to reproducibility studies. We focus on the objective
outcomes we can still study without losing meaning. For example,
we score a ReadMe on having instructions to run the code and a



description of each file in the repository. This provides objective
bounds for the experiments we run.

6.3 Limitations
We identify the limitations of this work and how we addressed
biases that could exist within our work. Our work, similar to oth-
ers [12, 20, 22], measure reproducibility as a binary scale; we often
only report results for whether or not the code runs. We give each
repository the best case (e.g., if the repository only recreates a claim
of the paper, we demarcate it as reproduced). Thus, it could over-
state the performance of a repository. We limit the amount of time
we spend on each artifact similar to previous work [12, 20, 22]. This
may not accurately reflect the full potential of a repository, but we
often found that the 10-hour limit for downloading data or running
the artifact was often not the limiting factor.

The most difficult challenge in this study was the significant
effort required to locate, understand, and attempt to execute the
diverse range of submitted artifacts, often with incomplete or out-
dated documentation. Furthermore, the frequent lack of standard-
ized environments and the reliance on specific, sometimes un-
available, hardware or software configurations severely hampered
our ability to consistently evaluate the reproducibility claims. Fu-
ture testbeds may help to alleviate this problem. For example, the
SPHERE [2] project is building scalable research hardware that
can be configured by security researchers to suit their needs. This
will not only provide valuable resources to the community but also
mitigate an inhibitor to reproducibility.

7 Conclusion
The call for reproducible research within the computer security
and privacy community results in ACSAC and ACMWiSec intro-
ducing the first AECs in the security community. However, no
prior study looks at the reproducibility of experimental artifacts
published at these venues. As such, we conduct a large-scale repro-
ducibility study collecting artifacts from over 11 years of applied
security conferences. We identify that although AECs have been
introduced, only ACSAC’s AEC has resulted in statistical evidence
for improved AEC participation and artifact quality. Thus, indicat-
ing that improved reproducibility is achievable by implementing
interactive artifact evaluation processes.
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